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CHAPTER 4
Cloud Service Brokerage: Exploring 




Abstract With the increasing popularity of cloud computing, a new 
technology and business model called cloud service brokerage (CSB) is 
emerging. CSB is, in essence, a middleman in the cloud-computing supply 
chain to connect prospective cloud buyers with suitable service providers. 
This chapter focuses on a type of CSB, B2B cloud marketplaces. Recently, 
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this type of marketplace has evolved into two broad categories—business 
application marketplaces and API marketplaces. This chapter reviews the 
characteristics of B2B cloud marketplaces, and their benefits, which 
include ease-of-use and ease-of-integration, enhanced security, increased 
manageability, faster implementation, and cost reduction. The chapter 
concludes with two mini-case studies, on Salesforce AppExchange and 
RapidAPI, to illustrate how firms could use B2B cloud marketplaces to 
generate, capture and measure business value.
Keywords Cloud service brokerage • Application marketplace • Case 
study • API Marketplace
4.1  IntroductIon
With the increasing popularity of cloud computing, there is a proliferation 
of cloud service offerings in the market (Elhabbash et al. 2019). A 2017 
report on cloud computing (Columbus 2017) finds that 82 per cent of 
enterprises are already running projects and applications in the cloud. 
These businesses are focusing on improving and expanding their use of 
cloud resources and looking for new ways to gain maximum benefits from 
the cloud. Attitudes amongst enterprises have improved significantly in 
the last decade as concerns about cloud security, performance, and avail-
able expertise have lessened (Columbus 2017). These positive attitudes 
toward the cloud in business organisations of various shapes and sizes 
could result in a higher adoption of business-to-business (B2B) cloud 
application and API marketplaces (MacInnes 2017).
 B2B cloud marketplaces are a type of cloud service brokerage (CSB), 
an intermediary in the cloud computing value chain. Its main role is to 
connect prospective cloud users, either individuals or firms, with suitable 
cloud service providers. While there are CSB definitions available from 
practitioner literatures, such as Gartner (Lheureux et  al. 2012), and 
MarketsandMarkets (2015), there is no widely accepted definition avail-
able in academic literature. This paper subscribes to the definition from 
the US National Institute of Standards and Technology (NIST) that a 
CSB is “an entity that manages the use, performance, and delivery of 
cloud services, and negotiates relationships between Cloud Providers and 
Cloud Consumers” (Sill et al. 2013). Accordingly,  in this chapter, CSB 
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refers to a business model and a technology, whose main purpose is to 
connect prospective cloud service customers with cloud service providers 
in the cloud.
This chapter aims to provide some insight in to the structure of the 
CSB landscape, and explore the functional characteristics and benefits of 
B2B cloud marketplaces. We illustrate these with two mini-case studies on 
Salesforce AppExchange and RapidAPI. 
4.2  the Four tIers oF cloud servIce Brokerage
Before we delve deeper into the  topic of B2B cloud marketplaces,  it is 
necessary to build a common understanding of the overall structure of 
the  CSB  landscape, and where B2B cloud marketplaces are situated. 
Fowley et al. (2013) categorise CSB from an architecture platform per-
spective. They identify three platforms: cloud management (Tier 1), cloud 
broker (Tier 2) and cloud marketplace (Tier 3) platforms. We extend this 
categorisation by adding a fourth platform, a cloud marketplace enable-
ment platform (Tier 4), as the industry is expanding in this direction since 
Fowley et al.’s publication. A brief discussion of the these tiers will be use-
ful in distinguishing cloud marketplaces from other CSB tiers. 
Tier 1: Cloud management platform—a cloud architecture platform 
which offers the complete lifecycle of cloud-related management activities 
such as the design, deployment and provisioning of cloud infrastructure 
including advanced monitoring of cloud resource utilisation. An exem-
plar Tier 1 platform use case is a management platform for heterogeneous 
distributed data centres. These platforms run virtual infrastructures on top 
of hardware to build private, public or hybrid cloud solutions, such as 
OpenNebula and Eucalyptus.
Tier 2: Cloud broker platform—supports value added brokering activi-
ties such as aggregation, integration, and customisation. These activities 
require a specific language to make several applications work together in a 
uniform manner. There are many examples of CSB that specialize in these 
three core value  generators  of cloud broker platforms (Lheureux et  al. 
2012). First, aggregation CSBs bring together multiple services at scale 
e.g. single sign-on, unified billing, chargeback and show back. Examples 
of aggregation CSBs include BlueWolf and CloudNation. Second, inte-
gration CSBs focus on making multiple clouds work together in an inte-
grated manner e.g. Dell Boomi and HPE Helion. Lastly,  customisation 
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CSBs build new features and functions on top of existing cloud applica-
tions according to business needs e.g. LTech.
Tier 3: Cloud marketplace platform—here a CSB builds upon a cloud 
broker platform to provide a marketplace, which brings providers and 
consumers together. Two key features in the cloud marketplace are 
(i)  service descriptions for core and integrated services, and (ii)  trust. 
Two types of cloud marketplace are present in the market at the moment: 
(1) Business application marketplaces and (2) Application programming 
interface (API) marketplaces. Business application marketplaces provide 
cloud application catalogues to perspective business buyers. Examples 
from the private sector are Microsoft Azure Marketplace,  Salesforce 
AppExchange, Google Apps Marketplace, and the Amazon Web Service 
(AWS) Marketplace. Examples from the public sector are  the Gov.UK 
Digital Marketplace from the UK government, and the Federal Risk and 
Authorisation Management Program (FedRAMP) from the US 
Government. More recently, APIs have emerged as a fundamental build-
ing block in the digital economy, connecting organisations, technologies 
and data. If data is the new oil, APIs are the new pipelines. An API is a set 
of functions and procedures allowing the creation of applications that 
access the features or data of a system, application, or other service. They 
increasingly  play an important role in the interoperability of systems, 
whether cloud-based or otherwise, both internally and externally, and the 
exchange of data. APIs are bidirectional—they can provide and con-
sume—and can be public (open) or private. A key characteristic of APIs 
is their abstraction from systems and infrastructure thus allowing third 
parties to build applications and services that consume APIs. API market-
places allow cloud software vendors to buy, sell, and/or exchange APIs. 
Examples include RapidAPI and Apiculture.
Tier 4: Cloud marketplace enablement platform—a multi-tenant plat-
form with a cloud-enabled business model that assists companies to create 
their own cloud marketplaces. The platform architecture is developed in 
such a way that it can be licensed, reused and customised to fit many busi-
ness contexts. Providers of cloud marketplace enablement platforms typi-
cally offer a fully integrated platform with a range of value-added services. 
An exemplar CSB use case in this tier is Marketplace-as-a-service (MaaS). 
MaaS is a business model in which a MaaS-oriented firm develops a general 
cloud marketplace platform and white labels this platform to businesses 
interested in offering a cloud marketplace as part of their business (Fischer 
2012). MaaS clients do not have to reinvent the wheel on the technological 
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side of building and managing cloud marketplace  infrastructure, so they 
can focus on strategic issues around marketplaces. AppDirect is an example 
of a MaaS vendor.
This paper focuses only on Tier 3, B2B cloud application marketplace 
platforms. The next section will delve into its characteristics.
4.3  characterIstIcs oF B2B cloud 
Marketplace platForMs
B2B cloud marketplaces are a form of multisided platform business model, 
in which two or more parties, for example customers and vendors etc., 
have a direct interaction with one another through the platform (Brokaw 
2014). The platform acts as a middleman between buyers and sellers. It 
earns a commission and/or revenue sharing for transactions taken place 
through the platform. The marketplaces aggregate a large selection of 
cloud services, be it business applications or APIs, from multiple software 
vendors, and offer an integrated service catalogue to cloud customers 
(Cantara 2015). Aggregation is the core business value that these market-
places offer, but they could expand to generate value in other ways 
e.g.  integration and customisation. Customers can search for suitable 
cloud offerings by either browsing through standard categories suggested 
by the marketplace operators or searching through service descriptions, 
which accompany every cloud offering (MarketsandMarkets 2015). A suc-
cessful application or API marketplace attracts a critical mass of customers 
and software vendors to build economies of scale (Brokaw 2014). Software 
vendors benefit from access to a large pool of customers which makes an 
investment to develop new applications  and APIs worthwhile. When 
development costs are spread thinner among a large pool of customers, 
profits are more likely to increase. Customers also benefit from accessing a 
large collection of software applications and APIs that could meet  their 
business requirements (Brokaw 2014).
B2B cloud marketplaces offer a wide range of value-added services to 
the various marketplace actors. First, B2B cloud marketplaces offer many 
fundamental supports to both sellers and buyers alike. For software ven-
dors, product planning and development, and sales and marketing are some 
of the areas that marketplace operators offer an invaluable support. Many 
B2B cloud marketplace platforms run a partner program with software 
vendors to help them with the application planning and development side 
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e.g. the AWS Partner Network, and the Salesforce AppExchange Partner 
Success program. These partner programmes promote new and existing 
software vendors to further fine-tune their offerings  to fit customer 
requirements (Gill et al. 2016). Requirements to participate in these pro-
grammes depend on a given marketplace operator’s policy. A general rule 
of thumb is that the higher the sales revenue that a cloud application or 
API generates, the more support it tends to receive from marketplace 
operators. These partner programmes are beneficial for all parties involved. 
The software vendors are more confident that their applications and APIs 
are compatible with what the market is looking for. Cloud service custom-
ers are satisfied with cloud solutions they purchase and, as a result, might 
expand their cloud application and API use into other areas. Cloud mar-
ketplace operators earn more brokerage fees as applications  and APIs 
become more popular, and as marketplaces attract more business transac-
tions. These are all positive reinforcements for a marketplace business 
cycle. Partner portals in marketplaces typically provide vendors with key 
data, insights,  indicators and reports including sales leads, conversion 
rates, customer feedback, and service usage (Oracle 2015; AWS 2016; 
Salesforce 2016). 
For cloud customers, using a cloud marketplace provides them with 
two core value-added services: (1) Single-sign-on (SSO) and (2) Integrated 
event and billing management. Marketplace operators usually provide cus-
tomers with an ability to use a single username and password to sign onto 
multiple applications and APIs (AppDirect 2013). SSO has a number of 
key benefits for firms and their users. First, SSO is associated with increased 
productivity and improved security. Users enjoy a single point of access to 
all applications, APIs and resources that they need to get their work done 
in one convenient portal; they simply log in once to get access to every-
thing they need. They no longer have to waste time finding and logging 
into separate applications (Kortright 2018). Second, SSO authentication 
improves overall security from both a  system architecture and  a behav-
ioural perspective. Architecturally speaking, the SSO authentication model 
enhances the overall security because security credentials are accepted and 
processed only at a specific SSO server; no security credentials are trans-
mitted to other systems (Mecca et al. 2016). Behavioural-wise, maintain-
ing multiple passwords for different access points requires a high level of 
cognitive effort from users. Therefore, users tend to engage in many poor 
password practices, for example writing down passwords, repeated pass-
words, and creating a commonly used password for all access points 
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(Kortright 2018). SSO minimises risk from poor password practices. 
Integrated event and billing management  involves marketplace operators 
providing an integrated portal to monitor and manage applications in use. 
The portal should be sophisticated enough to address and report complex 
use, billing and monitoring situations such as billing relationships between 
users, service level and billing intervals, introductory pricing, one-time 
fees, free trials, upgrades and renewals (Microsoft Azure 2016a; AppDirect 
2013). The portal should also allow administrators to view all costs, man-
age, edit and/or cancel existing subscriptions. 
 Actors on both sides of the cloud marketplace platforms, software 
vendors and customers, concurrently weigh the payoffs for conducting 
business through marketplaces against the external risks inherent in 
it. Therefore, apart from providing the key value proposition as a cloud 
application aggregator and value-added service provider, successful cloud 
marketplace operators must build and maintain their reputation in the 
following areas to lower perceived external risk levels: (1) financial viabil-
ity, (2) corporate governance, (3) security and privacy. First, from a finan-
cial viability perspective, marketplace vendors should have a solid financial 
background and a credible reputation  in the market. Cloud customers 
trust the marketplace vendors to manage their access, through SSO, to 
relevant applications and APIs, as well as business data. A strong financial 
background provides an assurance that the cloud service will not be inter-
rupted from business discontinuity (Microsoft Azure 2016a). Second, in 
terms of corporate governance, it is logical to assume that customers are 
much more likely to conduct a business with cloud marketplace vendors 
with a strong reputation for corporate governance (Achim et al. 2016). 
Software vendors and cloud customers, likewise, rely on vendor profiles 
from reputable sources like Gartner’s Magic Quadrant, public ratings and 
reviews to ensure that their business vision, practices and corporate gov-
ernance policies are sound (Carraway et al. 2015). Last with regards to 
security and privacy, vendors should have transparent  and compliant 
data security and privacy policies. Customers should be able to trust that 
their data and any information processed via the marketplace are secure. 
Any compromise in this area could seriously undermine the entire viabil-
ity of cloud marketplace ecosystem since customers on both ends, soft-
ware vendors and cloud customers, tend to be sensitive to this issue (Sen 
2015). Cloud customers are advised to consult service level agreements 
(SLA) in relation to this matter. Usually marketplace operators operate 
under a grand-scheme SLA. For example, the FedRAMP Marketplace, 
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a  cloud marketplace for US federal agencies, ensures that applications 
listed comply with the US Government’s requirements for security in the 
cloud (DOD 2014). Only applications that have been approved 
“FedRAMP Ready” are authorised to be listed on the FedRAMP 
Marketplace (FedRAMP 2019). However, it is possible that specific SLA 
terms and conditions proffered by certain application vendors may dif-
fer from that of the grand-scheme’s. Therefore, firms with a strict pol-
icy on security and privacy should consult SLAs from both the marketplace 
operator and vendor to ensure that they are in line with their own policy.
4.4  BeneFIts oF B2B cloud Marketplace
Based on the characteristics of B2B cloud marketplaces explained above, 
B2B cloud marketplaces offer a number of advantages to customers. First, 
ease-of-use and ease-of-integration are key advantages that B2B cloud mar-
ketplaces offer to cloud customers. As explained earlier, cloud customers 
can select a cloud application or API that they deem suitable to their busi-
ness needs, and instantly install it or access it from the cloud. These appli-
cations and APIs are typically designed to be intuitive to use or require a 
bare minimum level of training. Where training is required, software ven-
dors usually provide a wide range of multimedia information, especially 
video tutorials, to guide users. Users do not have to worry about system 
upgrades and/or maintenance since software vendors simultaneously and 
automatically update all  underlying software  as long as a subscription 
period is valid (AppDirect 2013). As all cloud marketplace applications 
and APIs, by definition, are pre-programmed for integration with existing 
applications, customers can be assured that their newly-acquired applica-
tions and APIs will integrate with existing systems (Morin et al. 2012).
Second, enhanced security is an advantage of software licensed through 
cloud marketplaces. In addition to SSO, cloud marketplace vendors can 
leverage a world-class level of security provided by a team of security pro-
fessionals at a fraction of the actual costs incurred. Studies suggest storing 
data on the cloud is much safer than an on-premise alternative. Key 
security- related issues such as access control, access authentication, data 
encryption, firewalls, logs and audit trails are better managed and con-
trolled in  the cloud (DPC 2015). These resources are not often within 
reach for an on-premise data storage solution, simply because of the high 
cost it entails.
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Increased manageability is the third benefit of sourcing software ser-
vices through cloud marketplaces. Traditionally, a software license is for a 
specific version of software for an indefinite period of time in exchange for 
a specific sum of revenue. Software vendors earned a new wave of revenue 
by issuing an upgrade. An investment in new software usually involved a 
large sum of money once other costs are factored in on top of the license 
cost, for example  implementation, customisation and training costs 
(Malhotra and Majchrzak 2012). Despite rapid changing business envi-
ronments and shifting customer requirements, many firms find themselves 
locked-in with outdated software that are no longer suitable for a business 
purpose, simply because the management cannot justify investing in an 
upgrade or  new software. As the cloud marketplace business model 
assumes low customer switching costs, software vendors need to ensure 
customer satisfaction and usage. In comparison to the old licensing model, 
customers hold an upper hand as they are able to add, remove and modify 
services whenever they want (Morin et al. 2012). Cloud customers have 
greater flexibility to manage their software needs as their market and cus-
tomers’ requirements shift, through the integrated event and billing man-
agement portal discussed earlier. They can easily scale up, scale down, or 
switch to a new vendor.
Fourth, faster implementation is another clear benefit from sourcing 
through a  cloud marketplace.  Software available on cloud marketplaces 
typically have programmed interfaces that allow business technologists, 
i.e. business users who are IT competent, to integrate the applications 
with existing IT systems (Oracle 2012). Expensive scarce IT professionals 
and consultants are typically not needed to install these applications, and 
if needed, the amount of time and effort is significantly reduced. New 
software should be ready for use after a few installation clicks. For exam-
ple, GetFeedback (www.getfeedback.com) is a survey application listed on 
Salesforce  AppExchange. It allows users to send surveys to customers, 
while the survey results will be autonomically synced into Salesforce CRM 
solution. Its main selling points, over other non-AppExchange survey 
applications, are ease of installation and a seamless integration capability 
with Salesforce so that any data received will be directly linked to  the 
Salesforce CRM database.
The last benefit is cost reduction. Cloud marketplace customers can 
pay for software using a wide range of pricing models, e.g. per user, per 
month, per hour of usage and per amount of data ingested. These pric-
ing models vary by cloud marketplace and software types. However, a 
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basic principle remains constant: customers only pay for the portion of 
services that they use. For example, if there is only one person using the 
software for a given period of time, customers can subscribe to one seat 
for that period and no further. This contrasts with the old  software 
licensing model, in which customers have to purchase a software license 
regardless of how much and how often they might use the software. In 
addition, software on cloud marketplaces usually offer a free trial period 
to allow customers to decide if the software is right for them (Phelan 
2015). This reduces upfront costs for customers and provides cashflow 
advantages as firms scale up and down.
The next two sections present mini-case studies on two B2B cloud 
marketplaces. The first case is Salesforce AppExchange, a B2B cloud mar-
ketplace  offering both applications and APIs, and the second is 
RapidAPI, a B2B API marketplace. Both mini-case studies focus on how 
customers could use B2B cloud marketplaces to generate, capture and 
measure business value.
4.5  MInI-case study I: salesForce appexchange
Salesforce AppExchange is a B2B cloud application and API marketplace 
for Salesforce customers, developers and partners. All applications listed 
on AppExchange are certified as compatible with Salesforce.com and pre- 
integrated with Salesforce.com. There are thousands of applications avail-
able on the marketplace for a wide variety of use cases including 
sales, marketing, integration, customer service, manufacturing, analytics, 
and back office administration. Pricing models  also vary including free, 
paid and discounted for non-profit. 
Localytics (www.localytics.com) is a software vendor  listed on 
Salesforce AppExchange. Localytics has been an App Innovation Partner 
with the Salesforce Marketing Cloud since 2016. Their software enables 
Salesforce.com and Localytics customers leverage mobile user data to cre-
ate a closed loop system with regard to a customer across channels. Initially, 
Localytics’ application combined the power of geofencing—the use of GPS 
or RFID technology to create a virtual geographic boundary to trigger a 
software to responsed when a mobile device is entering a particular area—
with Salesforce.com. Firms can leverage Salesforce.com and Localytics to 
extract value from and generate new value for  customers. For exam-
ple,  Priceline.com uses this combination to send targeted  location- based 
marketing messages to its customers (Localytics 2019). These marketing 
 V. PAULSSON ET AL.
67
messages are directed at customers who travel without any advance hotel 
and/or car-rental bookings. To capture these customers, the marketing 
messages focus on one-day special offers for hotels and car rentals. A com-
bination of two powerful technologies, geofencing and CRM, with clever 
marketing messages captures business value for Priceline by allowing the 
firm to trigger a response to its customers’ purchase decisions in real time. 
The business value from using the Localytics application can be conveniently 
measured in Salesforce.com through the conversion rate of customers who 
receive a message and make a booking within the same day, as well as the 
raw dollar amount received for the bookings. Today, Localytics is offered 
through AppExchange as an API for as little as US$1 per customer per year. 
Salesforce.com, Localytics and their joint customers share from combina-
tory innovation, scale, convenience, and reduced costs.
4.6  MInI-case study II: rapIdapI 
RapidAPI is the largest API marketplace and is a merger between RapidAPI 
and the former Meshape API marketplace. Firms looking for standard 
APIs can subscribe to API services available on the marketplace to achieve 
their business purposes without reinventing the wheel. There are three 
pricing plans for APIs: free, freemium and paid. APIs are made available by 
categories such as storage, logistics, database, and search etc. In compari-
son to a traditional approach to build and maintain one’s own APIs, using 
the RapidAPI marketplace allows firms to accelerate go-to-market, inno-
vate, and  generate business value much faster.  API marketplaces allow 
firms to focus on what they do best, whether that is designing a cloud, 
web or mobile application to meet their target market. They can source rel-
evant APIs through the RapidAPI marketplace and thereby significantly 
reduce an application/website development time cycle. The APIs 
are designed to meet the requirements of RapidAPI’s marketplace includ-
ing customer support; vendors can be removed from the marketplace for 
poor quality or service. 
In the Irish Institute for Digital Business, we recently worked with a 
startup, which for the purposes of this case study, we shall call 
RecipeApp. The client had no technical background but extensive experi-
ence in hospitality. They wanted to build an application that provided (i) 
recipe data including ingredients, calories and portion sizes, and (ii) the 
ability to use this data for menu planning, budgeting and procurement, by 
small business such as delicatessens, coffee shops etc. Instead of investing 
in a significant effort, in terms of cost, time and human resources,  to 
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research and compile a database of recipes, ingredients and nutrition data, 
they were able to  leverage  the  Recipe—Food—Nutrition API from 
Spoonacular available on the RapidAPI marketplace to provide access to 
over 365,000 healthy recipes, comprising over 2,600 ingredients, and 
115,000 menu items. This API provided a wide range of data includ-
ing, nutrition analysis, indicate cost breakdown, cooking tips, related reci-
pes, scaling/converting, wine pairings and much more. Not only was the 
client able to access the data they needed but the additional data inspired 
additional features and functionality for RecipeApp. Furthermore, from 
the time of the decision to test Spoonacular, the API was implemented 
through RapidAPI within an hour at no cost. Indeed the first 150 API 
calls were free, ideal for testing, after which cost per call started at 
US$0.002 per point up to 10,000 points per day. For a startup, this pre-
dictable and scalable pricing was critical. Using an off-the-shelf API 
through a cloud marketplace enabled the startup to acclerate their time to 
market, innovate and demonstrate their proof-of-concept in a fraction of 
the cost, time and effort if they were to undertake all the data collection 
or API development themselves. 
4.7  conclusIon
This chapter explores B2B cloud marketplaces at both structural and func-
tional levels. From a structural perspective, B2B cloud marketplaces can 
be  classified as a type of CSB (Fowley et  al. 2013). At a functional 
level,  firms can generate and capture business value from such market-
places in a variety of ways depending on their role in the marketplace, be 
it a marketplace operator, a software vendor, or a customer. While the 
public is very familiar with consumer app marketplaces like Apple AppStore 
or Google Play, the general public, business decision makers and indeed, 
scholars, may be less familiar with cloud marketplaces designed specifically 
for businesses. In particular, we highlight the emergence of API market-
places both in their own right and as part of what was traditionally called 
cloud application marketplaces.  We illustrate these with two mini-case 
studies on Salesforce AppExchange and RapidAPI. There is a paucity of 
business research in this area. As such, we encourage further research not 
only on business value research but the antecedents and consequences of 
participation in cloud marketplaces for different actors and sectors. 
Similarly, we call for business research on other cloud service broker-
age tiers. 
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